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Context

Network and function virtualization technologies (SDN/NFV) are considered enablers to
5G slices, that is virtual and physical resources are dynamically allocated and orchestrated
by an infrastructure provider to fulfil the needs of a customer or a service provider. 5G slic-
ing could be vulnerable to a number of threats across time including information leakage at
design time, policy tampering at deployment stage, or application vulnerability exploita-
tion or denial of service during runtime [3]. At the same time, those same enablers allow
slice owners to specify security policies and constraints that would apply to their slice.
Such policies and constraints are negotiated with infrastructure and service providers in
the form of service-level agreements (SLA). Finally, these policies are deployed automat-
ically and evaluated continuously so as to anticipate changes. Therefore, it is needed to
quantify security indicators and deploy means to continuously monitor them. The slice
owner or operator would gain insights on the security level of the slice and subsequently
verify the enforcement of security policies. This ultimately ensures that security is guaran-

teed throughout the slice lifecycle.

Objectives.

The objective of the proposed work is to develop a number of indicators of security to
quantify the level of security of a system in order to gain situational awareness. This will
enable operators to take informed decision on the security of the slice. Therefore, the

candidate will pursue the following goals:
e quantify risks related to cybersecurity
e quantify mitigation and detection systems in a dynamic 5G slicing system

e quantify the efficiency and collateral damages of automated countermeasures

Proposal

The proposed work aims at securing 5G slices and verifying that deployed policies are
compliant with what was specified by the slice owner in terms of slicing and security.
From the metrics collected throughout the infrastructure, we will be able to gain insights
on the state of the slice, and its security level.

Thus, we propose to define a model of the slice as a digital twin in order to quantify its

risks. The security policies are often expressed in a domain-specific language, and together



with the aforementioned model, we propose to quantify the coverage of mitigation and
detection systems — by deriving security policies from the owner’s specifications (SLAs)
to the implemented dataplane configurations — with respect to expected threats, through
injection against the digital twin.

Finally, we will improve on existing response quantification methodologies [1,2] to
adapt to 5G needs, to measure the trade off between the efficiency of the response and its
potential collateral damages against the slice.

Application

We are open to applications to be reviewed as soon as possible, and followed by an (re-
mote) interview, if accepted. Potential candidates MUST hold a Master-level degree or
equivalent (e.g., a French dipléme d’ingénieur) and have experience in domains related to
this thesis offer (network virtualization, digital twin, modelization, optimization) as well
as a strong motivation for research. The candidate SHOULD provide the following items

as an application package by email to all the thesis supervisors:
e up-to-date resume (CV);
e a copy of the latest degree (or ongoing if completion date is September 2021);

e letters of recommendation, or a list of references (people that would recommend the
candidate).

Incomplete packages will not be reviewed.

The thesis work will take place at Télécom SudParis (Palaiseau or Evry), within a re-
stricted access area, for which the candidate will need to get clearance. The thesis work
will contribute to a national project funded by Bpifrance, the French public investment
bank.
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